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ABSTRACT

Sparse adversarial attacks fool deep neural networks (DNNs) through minimal
pixel perturbations, often regularized by the /3 norm. Recent efforts have replaced
this norm with a structural sparsity regularizer, such as the nuclear group norm,
to craft group-wise sparse adversarial attacks. The resulting perturbations are
thus explainable and hold significant practical relevance, shedding light on an
even greater vulnerability of DNNs. However, crafting such attacks poses an
optimization challenge, as it involves computing norms for groups of pixels within
a non-convex objective. We address this by presenting a two-phase algorithm that
generates group-wise sparse attacks within semantically meaningful areas of an im-
age. Initially, we optimize a quasinorm adversarial loss using the 1/2—quasinorm
proximal operator tailored for non-convex programming. Subsequently, the al-
gorithm transitions to a projected Nesterov’s accelerated gradient descent with
2—norm regularization applied to perturbation magnitudes. Rigorous evaluations
on CIFAR-10 and ImageNet datasets demonstrate a remarkable increase in group-
wise sparsity, e.g., 50.9% on CIFAR-10 and 38.4% on ImageNet (average case,
targeted attack). This performance improvement is accompanied by significantly
faster computation times, improved explainability, and a 100% attack success rate.

1 INTRODUCTION

Deep neural networks (DNNs) are susceptible to adversarial attacks, where 1nput perturbations
deceive the network into producmg incorrect predictions ( ,

, , ). These attacks pose serious security rlsks in real- world
systems and raise questions about the robustness of neural classifiers ( , ). Investigating
adversarial attacks is crucial for diagnosing and strengthening DNN vulnerabilities, especially in
areas where such attacks have proven effective, including image classification (

) 5

, ), image captioning ( , ), image retrieval ( R ; s ),
question answering ( , ), autonomous driving ( s ), automatic checkout
( , ), face recognition ( s ), face detection ( s ), etc.

While many methods for crafting adversarial examples focus on £, neighbourhoods with p > 1,
recent research has explored the intriguing case of p = 0, leading to sparse adversarial attacks.
The prevailing approaches for generating sparse adversarial attacks involve solving ¢y —formulated
problems, employing greedy single-pixel selection ( , ), local search techniques
( s ), utilizing evolutionary algorithms ( s ),
or relaxing EO via the ¢; ball and applying various algorithms to handle these structures (

s ). However, most of these methods only minimize the number
of modiﬁed pixels and do not constrain the location and the magnitude of the changed pixels. The
perturbed pixels can thus exhibit substantial variations in intensity or colour compared to their
surroundings rendering them easily visible ( , ). This has motivated the necessity of
imposing structure to sparse adversarial attacks by generating group-wise sparse perturbations that
are targeted to the main objective in the image ( , ;

, ). Fig. 1 illustrates successful group-wise sparse adversarial examples generated
by our proposed algorithm (GSE). This way the generated perturbations are also explainable, i.e.,
they perturb semantically meaningful pixels in the images, thus enhancing human interpretability.
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Unlike traditional attacks that appear as noise to humans but as features to DNN ( , ),
this approach bridges the gap between human perception and machine interpretation.

Contributions. (1) We devise a two-phase ap-
proach for creating group-wise sparse adversarial Original
attacks. First, we employ non-convex regulariza- e
tion to select pixels for perturbation, leveraging a
combination of the proximal gradient method from
( , ) and a novel proximity-based pixel
selection technique. Then, we apply Nesterov’s
accelerated gradient descent (NAG) on the cho-
sen pixel coordinates to complete the attack. (2)
Our GSE (Group-wise Sparse and Explainable) at-
tacks outperform state-of-the-art (SOTA) methods
on CIFAR-10 and ImageNet datasets, requiring sig-
nificantly fewer perturbations. We achieve a 50.9%
increase in group-wise sparsity on CIFAR-10 and .
a 38.4% increase on ImageNet (average case, tar- Figure 1: Adversarial attacks generated by our
geted attack), all while maintaining a 100% attack ~algorithm. The top row depicts a targeted attack
success rate. 3 Through a quantitative assessment  ©f target label “water bottle”, and the bottom
of the alignment between perturbations and salient TOW depicts an untargeted attack.

image regions, we underscore the value of group-

wise sparse perturbations for explainability analysis. Specifically, our GSE attacks provide superior
explainability over SOTA techniques in both group-wise sparse and traditional sparse attack domains.

GSE perturbed Changed pixels

1.1 RELATED WORK

Recent works have introduced methods for generating group-wise sparse and explainable adversarial
attacks. StrAttack ( , ) represents a structured sparse and explainable adversarial attack,
relying on the alternating direction method of multipliers (ADMM). It enforces group-wise sparsity
through a dynamic sliding mask designed to extract spatial structures from the image. Similarly,

SAPF ( , ) leverages £, —Box ADMM for integer programming to jointly optimize binary
selection factors, continuous perturbation magnitudes of pixels, and image sub-regions. FWnucl-
group ( , ), abbreviated as FWnucl, is another structured sparse adversarial attack.

It quantifies the proximity of perturbations to benign images by utilizing the nuclear group norm,
capitalizing on the convexity of nuclear group norm balls through the application of a Frank-Wolfe
(FW) optimization scheme ( , ). Homotopy-Attack ( , ) is a sparse
adversarial attack that operates based on the non-monotone accelerated proximal gradient algorithm
(nmAPG) ( , ). It can incorporate group-wise sparsity by segmenting the image pixels
using the SLIC superpixel algorithm and applying regularization using the resulting 2, 0—*“norm”.
We empirically compare our approach to the aforementioned attacks.

New research combines adversarial examples and model explanations, merging key concepts from
both areas. On datasets like MNIST ( , ), ( , ) illustrates a hitting
set duality between adversarial examples and model explanations, while ( , ) shows
the correspondence of attack perturbations with discriminative image features. Our attack strategy
perturbs regions neighbouring already perturbed pixels, resulting in a shift of the most susceptible
pixels of an image due to our initial sparse perturbations. We conduct empirical analysis to examine
the overlap between our attacks and salient image regions. To highlight the crucial role of group-wise
sparse perturbations in enhancing explainability, we also incorporate SOTA sparse adversarial attacks
( s ; s ) into our experiments.

2 ADVERSARIAL ATTACK FORMULATION

Let X = [Inin, Imax)™ ¥~ %€ represent feasible images, where M and N are the image dimensions
(height and width) and C is the number of color channels. Let € X’ be a benign image with label
l € N, and t € N be a target label, where ¢ # [. Additionally, let £ : X x N — R be a classification
loss function, such as the cross-entropy loss, tailored for a given classifier C. We introduce a distortion
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Algorithm 1 Forward-Backward Splitting Attack

Require: Image & € X, target label ¢, loss function £, sparsity parameter A > 0, step sizes as, number of
iterations K.

. Initialize w'®) « 0.

:fork < 0,..., K —1do

w* D ProX o, A2 (w““) — apV,mL(x+ w® t)) {Definition in Eq. (3).}

: end for
: return W = w'

NhA W=

K)

function D ; RM*NxC _, R>¢. The goal of a targeted adversarial attack is to find an image x4, to
which C assigns the target label ¢ and that is in close proximity to & according to the function D. In
summary, formulating a targeted adversarial example for the input « can be framed as

ermin L(x+ w,t) + AD(w), (D
where A > 0 is a regularization parameter. The untargeted adversarial attack formulation can be
found in Appendix A. Note that Eq. (1) is a general framework, and a specific distortion function D
must be defined to generate adversarial examples in practice.

2.1 1/2—QUASINORM REGULARIZATION

Sparse adversarial attacks can be generated using quasinorm-regularized methods ( , ),
where the distortion function in Eq. (1) is set to D(+) := || - ||}, leading to the optimization problem
min Lz +w,t) + Aw]]}, 2)

WERM XN xC

for 0 < p < 1. Here ||lw||, = (3, |wi|”)1/p is only a quasinorm since subadditivity is not satisfied
for p < 1. Once Eq. (2) is solved, yielding w € argmin,,cguxnxc £(x + w,t) + A|w]|?, the
adversarial example is given by &,qy = clip y (x+w). To obtain w, we employ the forward-backward
splitting algorithm ( , ), as detailed in Algorithm 1. In their work, ( s )
derive a closed-form solution for the proximal operator of || - ||

. 1
prox, .z (w) := arg min ﬁlly —wlf3 + Iy, 3
yERMXNXC
for p = 1. Given that || - |5 is separable, by ( , , Theorem 6.6) it is sufficient to deduce the
characterization of prox NHT: in Eq. (3) when M NC = 1. Each component is thus given by
2 2w 2 w; .
[prox/\‘l,up(w)} =-w;|(l4+cos|— — 202 (wi) 1s(i), 4
P i 3 3 3
where

$2x(w;) = arccos <2 ('1?')_2) , g(2)) = @(2)\)%, S={i: |lwl>g2N}. ()

4
While the present solution to Eq. (2) for p = % can generate highly sparse adversarial perturbations,
these perturbations tend to be of large magnitude, making them easily perceptible ( , ).
Moreover, this approach does not guarantee that the perturbations will affect the most critical pixels
in the image. Our primary objective is to generate group-wise sparse adversarial attacks that are of
low magnitude and targeted at the most important regions of the image.

2.2  GROUP-WISE SPARSE ADVERSARIAL ATTACKS OF LOW MAGNITUDE

We propose a two-phase method to generate meaningful group-wise sparse adversarial examples with
minimal s —norm perturbation, and enhanced explainability as a natural byproduct (see Sec. 3.4.2).

Step 1: Determine which pixel coordinates to perturb by tuning coefficients \. This step finds the
most relevant group-wise sparse pixels to perturb by combining the 1/2—quasinorm regularization
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of Sec. 2.1 with a novel heuristic approach on A. Instead of a single A\, we consider a vector of
tradeoff parameters A € R%XN *C for the 1 /2—quasinorm regularization term, allowing us to adjust
each entry individually. Due to Eq. (4), we can formally define the proximal operator to a vector
A € RYXNXC of tradeoff parameters

= [prox,, g (w)] . ©6)

4,35

prox, . (w)|

;¢
In the first & iterations, constituting Step 1, we reduce J; ; . for pixels located in proximity to already

perturbed pixels (Eq. (10)), thereby making them more susceptible to perturbation.

AdjustLambda. After computing iterate w*) by forward-backward splitting with Nesterov
momentum (line 4 in Algorithm 2), we update A(*) by first building a mask

c
m = sign <Z |w(k)|;7:7c> € {0, 1} @)
c=1

to identify the perturbed pixels. Next, we perform a 2D convolution on m using a square Gaussian
blur kernel K € R™*™ with appropriate padding, yielding a matrix

M = m K € [0, 1]M*N, ®)

where entries with indices close to non-zero entries of m are non-zero. Appendix B properly defines

this operation. From the blurred perturbation mask M, we compute a matrix M € RM*¥ uging
- M, +1 if M ;; ,
Mz'j_{ b M E0 ©)

q, else,

for 0 < ¢ < 1. Finally, we increase (decrease) the tradeoff parameters for pixels situated far from
(close to) those previously perturbed by computing new tradeoff parameters

AERD 7 AE’?, where i € {1,...,M}and j € {1,...,N}. (10)
%]

)

We thus expand regions with reduced tradeoff parameters over a specified k iterations, identifying
the most relevant group-wise sparse pixels at coordinates (i, j), where )\(k) is lower than the initial

value )\( ) Unlike existing methods, ours operates independently of predeﬁned structures like pixel
partltlons ThlS first step acts only as a heuristic to select the key group-wise sparse pixels, with the
proper optimization problem formulated and solved over these selected coordinates in the next step.

Step 2: Solve a low magnitude adversarial attack problem only over the selected coordinates.
In the remaining iterations, our algorithm formulates a simplified optimization problem over the pixel
coordinates V' selected in Step 1 given by
min L(z +w, t) + pllwlz, (11)
where 1 > 0 (same for all pixels) is a tradeoff parameter controlling /> —norm perturbation magnitude.
The subspace V is defined as
V = span({ei e | MY, < A% 1) C RMXNxC (12)

1,7,C ©,5,C

spanned by standard unit vectors e; ; .. The projection onto V" operates as

Wije, ifeijeceV,

13
0, otherwise. (13)

Petwl. = {

Thus, the projection Py, zeros out entries not in V' while leaving the others unchanged. We apply
projected Nesterov’s accelerated gradient descent (NAG) to solve Eq. (11), enabling generation of
meaningful group-wise sparse perturbations of low magnitude. In the next iterations, perturbations

only affect pixels at coordinates (4, j) where /\Ekj) is less than the initial A. For most perturbed pixels,
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Algorithm 2 GSE: Group-Wise Sparse and Explainable Attack

Require: Image = € X, target label ¢, loss function £, regularization parameters A, x> 0, step size o > 0,
numbers of iterations l%, K, sequence o

- Initialize w'® «+ 0, A\(©) <~ X1, define f(w) := L(z + w,t) + pllw]2

1

2: fork < 0,....k—1do

3. wktD ProX ) .2 (w(k) — oV, (f(w(k))))
4wt (1 — )W 4 g™

50 A*D o adjustLambda(A®), wY)

6: end for

7: fork=k,..,.K —1do

g @D w® oy (f(w<k>))

9:  w*t) « py ((1 —ap)w* Y 4 akﬂz(k)) {Definition in Eq. (13).}
10: end for

11: return @ = w™

all channels will be affected, as e; ; . € V across all channels c. This process is succinctly outlined
in Algorithm 2, where we use a sequence oy, as in ( , )

1 1
Bo=0, fr=5 (14 /14450,), ax =g~ (- 5. (14)

In our tests, we initially perform a section search to find the maximum A\ where M # 0. Another
section search then determines the appropriate A for a successful attack. The projected NAG in
Algorithm 2 (solving Eq. (11)) converges as NAG solving an unconstrained problem, since the
projection Py acts only within subspace V' (see Appendix C for proof).

3  EXPERIMENTS

We demonstrate the effectiveness of our proposed GSE attack for crafting group-wise sparse and
explainable adversarial perturbations. After outlining experimental setup and defining the relevant
comparing metrics, Sec. 3.4 compares our approach with multiple previous SOTA group-wise sparse
adversarial attacks. Additionally, Sec. 3.4 covers ablation studies regarding the explainability of such
attacks, visualizations, empirical time costs, and success against adversarially trained networks.

3.1 DATASETS

We experiment on CIFAR-10 ( , ) and ImageNet ( s ) datasets,
analyzing DNNs on 10k randomly selected images from both validation sets. For the classifier C on
CIFAR-10, we train a ResNet20 model ( , ) for 600 epochs using stochastic gradient

descent, with an initial learning rate of 0.01, reduced by a factor of 10 after 100, 250, and 500 epochs.
We set the weight decay to 10~%, momentum to 0.9, and batch size to 512. For ImageNet, we employ
a ResNet50 ( s ) and a more robust transformer model, ViT_B_16 ( s

), both with default weights from the torchvision library. All tests are conducted on a machine
with an NVIDIA A40 GPU, and our codes, 10k image indices from the ImageNet validation dataset,
and target labels for targeted ImageNet tests are available at https://github.com/wagnermoritz/GSE.

3.2 EVALUATION METRICS

Consider n images (M, ...,z(™ and the corresponding perturbations w®, ..., w(), where
@ 2 4 w® e X. Among these, let m, < n denote the number of successfully generated adver-
sarial examples =(?) + w (). Then, the attack success rate (ASR) is simply defined as ASR = m,, /n.
Assume that the first mg adversarial examples are the successful ones. We compute the average

number of changed pixels (ACP) via

I KN
= (@)
ACP = ; [m o, (1)


https://github.com/wagnermoritz/GSE
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Table 1: Our attack vs. Homotopy-Attack and SAPF on a ResNet20 classifier for CIFAR-10.
Perturbations for every attack were computed for all images sequentially. Due to the extensive
computation time of Homotopy-Attack, we tested on a limited sample size of 100.

Untargeted Targeted

Attack ASR  ACP ANC /4 dz,0 Time ASR ACP ANC /p da,0 Time

GSE (Ours) 100% 42.5 188 0.76 180 2.93s 100% 107 256 1.13 301 4.08s
Homotopy  100% 553 278 0.64 256 499s 100% 113 427 1.05 394 754s
SAPF 100% 873 459 041 324 250s 100% 109 4.87 0.78 346 277s

Table 2: Untargeted attacks on ResNet20 classifier for CIFAR-10, and ResNet50 and ViT_B_16
classifiers for ImageNet. Tested on 10k images of each dataset.

Attack ASR ACP

>
4
Q
o~
0
.
N
=]

GSE (Ours) 100% 417  1.66 0.80
CIFAR-10  SirAttack — 100% 118 7.50  1.02 428
ResNet20  Fwnucl 94.6% 460 199 201 594
GSE (Ours) 100% 1629 842 150 3428
ImageNel  StwAuack  100% 7265 153 231 11693
FWnuel  474% 13760 379 181 16345
] GSE (Ours) 100% 941 511 195 1964
imageNel - GiAttack © 100% 3589 10.8 203 8152
=219 EWnuel  579% 7515 567 304 9152

where the perturbation masks m(?) are defined as in Eq. (7). We utilize the ACP instead of the
0-norm since all tested group-wise sparse attacks minimize the ACP. To determine the number of
perturbed pixel clusters in () + w(), we create a mask m? as in Eq. (7) and treat it as a graph
where adjacent 1-entries are connected nodes. The number of clusters in the perturbation is equal to
the number of disjoint connected subgraphs, which we determine by depth-first search. Averaging
this number over all successful examples gives us the average number of clusters (ANC).

The value ||w|2,o for a perturbation w, as suggested in ( , ), heavily relies on the pixel
partitioning method. Instead, we assess the group-wise sparsity of a perturbation by considering
all n,, by n, pixel patches of an image, rather than only a subset resulting from partitioning. Let
w € RMXNXC < M, N, and let G = {G1, ..., Gx} be a set containing the index sets of all
overlapping n,, by n,, patches in w. Then we define

doo(w) :=={i : |lwg,|l2#0, i =1,...,k}|. (16)

Let « and w represent a vectorized image and its corresponding perturbation in R, respectively. We
measure the explainability of perturbations using the interpretability score (IS) ( , ),
derived from the adversarial saliency map (ASM) ( s ). For an image x of
true class [ and a target class t, ASM(zx,[,¢) € R? indicates the importance of each feature for
classification. The IS is then defined as

IS(w,x,1,t) = [B,Lt) @ng’ B(z,l,t)]; = {

[[wll

1, if [ASM(z,1,t)]; > v,
0, otherwise,

7)

where v is some percentile of the entries of ASM(x, [, t). Note that, when IS(w, x, [, t) approaches
1, the perturbation primarily targets pixels crucial for the class prediction of the model. For a visual
representation of salient image regions, we use the class activation map (CAM) ( , .
Recall that CAM identifies class-specific discriminative image regions, aiding in visually explaining
adversarial perturbations. See Appendix D for more details on ASM, IS, and CAM.

We evaluate all attacks on these metrics in the untargeted and in the targeted setting. For CIFAR-10,
the targeted attacks are performed with respect to each wrong label. For the evaluation of the attacks
on ImageNet, we choose ten target labels for each image by randomly choosing ten distinct numbers
ai,...,aro € {1,...,999} and defining the target labels ¢; for an image with the true label [ by
t; = |l + a; mod 1000. In the targeted setting, as suggested in ( , ), we give three
versions of each metric: best, average, and worst case.
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Table 3: Targeted attacks performed on ResNet20 classifier for CIFAR-10, and ResNet50 and
ViT_B_16 classifiers for ImageNet. Tested on 1k images from each dataset, 9 target labels for
CIFAR-10 and 10 target labels for ImageNet.

Best case Average case Worst case

ASR ACP

>
Z
a

Attack ASR ACP

>
z
a
o~
M
)
M
[=}

¢ d2o ASR ACP  ANC £ dop

GSE (Ours) 100% 29.6 1.06 0.68 137  100% 863 176 113 262  100% 162 331 157 399
CIFAR-10  SirAttack  100% 784 456 079 352 100% 231 10.1 186 534 100% 406 159 472 619
ResNet20  Fwnucl 100% 283 1.8 148 515  858% 373 252 254 564  40.5% 495 427 336 609
ImageNet GSE (Ours) 100% 3516 589  2.16 5967 100% 12014 146 293 16724 100% 21675 228 3.51 29538
ResNets0  StrAttack — 100% 6579 7.18 245 9620  100% 15071 18.0 397 20921 100% 26908 32.1 613 34768
FWnucl 31.1% 9897 381 202 11295 7.34% 19356 7.58 317 26591 00% N/A NA NA NA
ImageNet GSE(Ours) 100% 916 335 220 1782  100% 2667 772 287 4571  100% 5920 143 3.60 9228
VITB 16 StrAttack ~ 100% 3550 785 2.14 5964 100% 8729 172 350 13349 100% 16047 274 568 22447
= FWnucl 532% 5483 413 277 6718  11.2% 6002 973 351 7427 00% NA NA NA NA
(a) ImageNet ViT_B_16 (b) CIFAR-10 ResNet20
IS
0.6 - |
0.4 |
$
\ \ \ \ \ \ \ \ \ \

50 60 70 80 90 v 50 60 70 80 90 v

—e— GSE (Ours) —=— StrAttack —— FWnucl —— PGDg —+— Sparse-RS —&— SAPF

Figure 2: IS vs. percentile v for targeted versions of GSE vs. five other attacks. Evaluated on an
ImageNet ViT_B_16 classifier (a), and CIFAR-10 ResNet20 classifier (b). Tested on 1k images from
each dataset, 9 target labels for CIFAR-10 and 10 target labels for ImageNet.

3.3 ATTACK CONFIGURATIONS

To find hyperparameters ¢, o, i, and k of our algorithm, we run a grid search where ACP + ANC is
the objective and ASR = 1.0 the constraint. The exact hyperparameters can be found in Appendix D.1.
Regarding StrAttack, we modify the authors’ implementation to be compatible with PyTorch, em-
ploying the parameters recommended in ( , ), specifically those from Appendix F. For
FWnucl, we implement the nuclear group norm attack in PyTorch, setting ¢ = 5. We adjust the
implementation of Homotopy-Attack to support group-wise sparsity following ( , )
and use their recommended parameter settings. For SAPF, we use hyperparameters from ( ,

) and choose the sparsity parameter to minimize perturbed pixels while retaining a success rate
of 100%. We run all the attacks for a total of 200 iterations.

3.4 RESULTS

As shown in Tab. 1, our method significantly outperforms the Homotopy-Attack and SAPF in both
targeted and untargeted attacks on CIFAR-10. While Homotopy-Attack and SAPF surpass our method
only slightly in the 2—norm perturbation magnitude, this metric is of secondary importance in the
group-wise sparse attack setting. In contrast, our method excels in increasing the overall sparsity and
group-wise sparsity, all while substantially reducing the cluster count and the computation time. Due
to Homotopy-Attack’s much slower speed and inability to process batches of images in parallel, we
exclude it from further experiments. Additionally, as we couldn’t replicate SAPF’s ImageNet results
due to floating-point overflow during the ADMM update, we also exclude SAPF. We proceed with
the more recent FWnucl and StrAttack in further tests.
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GSE (Ours) StrAttack FWnucl

Original

Figure 3: Visual comparison of successful untargeted adversarial instances generated by our attack,
StrAttack, and FWnucl. Adversarial examples are shown in the top row, perturbed pixels highlighted
in red in the middle row, and the perturbations in the bottom row. The target model is a ResNet50.
Perturbations are enhanced for visibility.

3.4.1 EMPIRICAL PERFORMANCE

In Tab. 2 we present untargeted attack results on CIFAR-10 and ImageNet datasets. Notably, our
method and StrAttack attain a 100% ASR in both cases. Furthermore, our algorithm significantly
outperforms other attacks in terms of ACP. Specifically, our algorithm achieves an average sparsity of
4.1% on CIFAR-10 and 0.5% on ImageNet when attacking a ResNet50 classifier. Additionally, our
method demonstrates exceptionally high group-wise sparsity, with an increase of 70.2% on CIFAR-10
and 70.7% on ImageNet when attacking a ResNet50 classifier, outperforming the current SOTA.

The results for targeted attacks are presented in Tab. 3, where our method and StrAttack achieve
a perfect ASR in both cases. However, FWnucl results in a 0% worst-case ASR on the ImageNet
dataset indicating no worst-case results for FWnucl on ImageNet. Our algorithm yields the sparsest
perturbations, changing on average only 8.4% of the pixels in CIFAR-10 images and 13.4% of the
pixels in ImageNet images when attacking a ResNet50 classifier. Moreover, our method achieves
remarkable group-wise sparsity, with a significant decrease of dz o by 50.9% on CIFAR-10 and 20%
on ImageNet when attacking a ResNet50 classi-

fier, while maintaining the lowest magnitude of Original ~ GSEexample GSE Perturbation ~ CAM
attacks measured by the 2—norm. While GSE is
outperformed by a SOTA attack (FWnucl) only in
the number of clusters for ImageNet, this remains
insignificant considering FWnucl’s high ACP and
low ASR compared to our method. Furthermore,
replicating experiments with a ViT_B_16 classi-
fier in Tab. 2 and Tab. 3 demonstrates our algo-
rithm’s substantial margin over SOTA, achieving
a 73.8% (55.6%) increase in sparsity and 76%
(38.4%) in group-wise sparsity in the untargeted
(targeted) setting, while also attaining the low-
est perturbation norm. Additional results can be
found in Appendix E.1.

3.4.2 EXPLAINABILITY

Figure 2 illustrates the IS metric for the targeted
attacks across various percentiles of ASM scores
for samples from the CIFAR-10 and ImageNet
datasets. Notably, the figure highlights that our
method consistently achieves higher IS scores
compared to other group-wise sparse attacks, es-
pecially for higher percentiles v. This shows that

Figure 4: Targeted adversarial examples gener-
ated by GSE. The target is “airship” for the first
two rows, and “golf cart” for the last two rows.
The attacked model is a VGG19. Perturbations
are enhanced for visibility.
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Table 4: Comparison of empirical attack computation time per image. In every experiment, all attacks
utilize a batch size of 100 images.

Untargeted Targeted
CIFAR-10 ImageNet CIFAR-10 ImageNet
Attack ResNet20 ResNet50 ViT_B_16 ResNet20 ResNet50 ViT_B_16
GSE (Ours) 0.13s 3.18s 7.05s 0.16s 4.42s 10.3s
StrAttack 0.97s 15.2s 33.6s 1.28s 18.5s 34.2s
FWnucl 0.25s 9.93s 26.0s 0.32s 11.6s 26.2s

Table 5: Comparison of group-wise sparse adversarial attacks for an adversarially trained ResNet50
ImageNet classifier. Tested on 10k ImageNet instances.

Attack ASR ACP ANC /, dao

ImageNet GSE (Ours) 985% 14246 9.17 139 20990
RosNets0 StAttack ~ 100% 16163 135 132 22007
> FWnucl 35.1% 26542 883 156 25956

the perturbations generated by GSE are more focused on the most salient regions of the image. To
emphasize group-wise sparsity’s pivotal role in enhancing explainability, we include SOTA sparse
adversarial attacks like PGDyg ( s ) and Sparse-RS ( s ), all of which
are outperformed by the group-wise sparse attack techniques considered. See Appendix E.2 for
additional results.

We display the visualizations for untargeted group-wise sparse adversarial examples in Fig. 3, while
Fig. 4 presents those for targeted group-wise sparse adversarial examples. Using the CAM technique
( , ), we demonstrate the alignment between our algorithm’s perturbations and local-
ized, class-specific discriminative regions within the images. The generated perturbations effectively
encompass the most discriminative areas of the objects, a testament to our algorithm’s impressive
achievement of explainability. In the perturbation depictions, unperturbed pixels are shown in grey
since the perturbations are not required to be non-negative.

3.4.3 SPEED COMPARISON

Tab. 4 summarizes the runtime performance of our algorithm vs. SOTA methods. Notably, GSE
exhibits significantly faster performance compared to both FWnucl and StrAttack. This speed
advantage stems partially from the method used to enforce group-wise sparsity. While StrAttack
calculates the Euclidean norm of each pixel group in every iteration and integrates it as regularization
using ADMM, FWnucl computes a solution for a nuclear group-norm LMO in each iteration. In
contrast, our attack initially computes a solution for the 1/2—quasinorm proximal operator in the

first  iterations. Subsequently, the attack transitions to projected NAG with s —norm regularization,
which is less computationally costly than the methods employed by both StrAttack and FWnucl.

3.4.4 GSE AGAINST ADVERSARIALLY TRAINED NETWORKS

In this section, we present further results on the performance of GSE against an adversarially trained
DNN, following the method outlined in ( , ), a standard approach for improving
DNN robustness to adversarial attacks. Tab. 5 shows the results of group-wise sparse attacks on
an adversarially trained ResNet50, using PGD projected onto a 2—norm ball of radius 3, from
MadryLab’s Robustness package ( , ), tested on the ImageNet dataset. Overall,
GSE shows superior tradeoffs, achieving competitive accuracy while altering the fewest pixels (ACP),
maintaining a favorable ratio of perturbed pixels (ACP) to clusters (ANC), and recording the lowest
d2,0. Although FWnucl slightly outperforms GSE in ANC, this is due to its excessive number of
perturbed pixels (ACP). StrAttack only marginally surpasses GSE in attack success rate (ASR) and
£o—norm. These results suggest that GSE generates perturbations that adversarially robust models
struggle to defend against effectively.
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4 CONCLUSION

We introduced “GSE”, a novel algorithm for generating group-wise sparse and explainable adversarial
attacks. Our approach is rooted in proximal gradient methods for non-convex programming, featuring
additional control over changed pixels, and the use of projected NAG technique to solve optimization
problems. Extensive experiments validate that GSE excels in producing group-wise sparse adversarial
perturbations, all while simultaneously exhibiting the highest level of sparsity and the shortest
computation time. Moreover, GSE excels over existing approaches in terms of quantitative metrics
for explainability and offers transparency for visualizing the vulnerabilities inherent in DNNs. This
endeavour not only establishes a new benchmark for the research community to evaluate the robustness
of deep learning algorithms but also suggests a simple defense strategy: employing the adversarial
examples generated by GSE in adversarial training ( , ). For more sophisticated
solutions, we advocate further exploration. We anticipate no adverse ethical implications or future
societal consequences from our research.
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APPENDIX

A  UNTARGETED ADVERSARIAL ATTACK FORMULATION

We can easily modify Eq. (1) to generate untargeted adversarial attacks by maximizing the loss £
with respect to the true label [

max Lz + w,l) — AD(w), (18)

WERM XN XC

where A\ > 0 is a regularization parameter.

B GAUSSIAN BLUR KERNEL

Given m € {0,1}M*N and the square Gaussian blur kernel K € R™*", the convolution matrix
m x xK € [0,1]M*N i defined via
AR
[m * *K Z Z K jotit1,04a41 * Mitk j+1,
k=—nl=—n

where 7o = | 3 |, [-] is the floor function, and n is an odd number.

In other words, Gaussian Blur kernel is a weighted mean of the surrounding pixels that gives more
weight to the pixel near the current pixel.

Setting M = m * * K and computing the matrix M € RM*N

A — M;;+1, it M;; #0,
q, else,

as in Eq. (9) via

19)

)

for 0 < ¢ < 1, means we increase the tradeoff parameters in Eq. (10) for pixels with a distance
greater than 72 = | 5 | from any perturbed pixels.

C EQUIVALENCE OF PROJECTED NAG IN ALGORITHM 2 TO NAG OF
UNCONSTRAINED PROBLEMS

Here we show that the projected NAG in Algorithm 2 has the same properties as NAG solving an
unconstrained problem (Eq. (25)), and thus converges as such.

Proof. Consider d = M NC, where our image € € [In, Imax]d is vectorized. Let Z denote the set
that encompasses indices corresponding to entries with )\(k) > )\(0) after k iterations. Also, let
m := |Z| < d. With these considerations, we can formulate the optlmlzauon problem in Eq. (11),
which arises following iteration k, as

min Lz + w,t) + pllw||2

weR? (20)
st. Aw =0,

where A € {0,1}™*< has rows

(0,..,0,1,0,..,0), VieT. 1)
N——

i—1 times  d—¢ times
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We can eliminate the equality constraints using the nullspace method. Let H € R%*? be an orthogonal
matrix and R € R™*™ an upper triangular matrix, obtained by QR-decomposition of AT, i.e.,

HAT = <§) . (22)

Further let I = (Y, Z)", where YT € R™*¢ contains the first m rows of H and Z € R¥*{d=m},
Because an orthogonal matrix H possesses full rank, both Y and Z also exhibit full rank. Hence we
can uniquely write any w € R? as

w=Yw,+ Zw, = H' (“’y> , (23)

w,
with w, € R™, w, € RY™. In particular, for any w € ker A we have

0=Aw=AH" @y) = (RT,0) <$y> = R w,. 24)

z z

Given Egs. (21) and (22), we can establish that both A and R possess rank m. Consequently, we
can represent any w € ker A as Zw ., where w, € R¢~™. Denoting the w, simply by z, we can
formulate an unconstrained problem equivalent to Eq. (20)

min  L(x + Zz,t) + pl| 22| (25)

zERd—m
Setting f(w) = L(x + w,t) + pl|w|2 and F(z) = f(Zz) we get from the update step of NAG

Wit1 = Z2p41
= 7((1 = ap) (29 = oV (")) + ap (2070 = oVF(z1) ) )
= (1= ap) (0 = 0227V f(w™)) + ay, (WD = 02ZTT (D)) (o
= (1= ap) (w® = Py (Vf (@M))) + ap (0D = 0Py (V7 (w*D))
= P (1= ) (0 = 0V F (™)) + o (wh — oV f (D)) ),

where the last equality holds since w*), w*~1) € V. Thus, the projected NAG in Algorithm 2 shares
the properties of NAG solving the unconstrained problem in Eq. (25), ensuring its convergence. [

D EXPLANATION OF ASM, IS, AND CAM EVALUATION METRICS

We provide further details on the ASM, IS, and CAM metrics as outlined in Sec. 3.2 of the paper.

Consider a vectorized image & € [Inin, Imax|? With true label [ and target label ¢. Let Z(x) represent
the logits of a classifier. The adversarial saliency map (ASM) ( , ; ,
) is defined as follows

[ASM(z, 1, t)]; = < 1s(i),
S = {ie{l,...,d} ‘ % Zﬂor% go}.

(2

o) [

27)

The metric ASM(z,[,t) € Rio provides a measure of importance for each pixel. It is worth
noting that a higher ASM value signifies greater pixel significance. We compute a binary mask
B(z,1,t) € {0,1}9 by

1, if [ASM(x,1,t)]; > v,

28
0, otherwise, (28)

B0 = {
where v is some percentile of the entries of ASM(zx, [,t). Given an adversarial perturbation w € R<,
we can now compute the interpretability score (IS) as

_ Bz, 1, 1) © wil2

IS(w, z,l,t) = Tl (29)

14
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Note that when IS(w, x, [, t) approaches 1, the perturbation primarily targets pixels crucial for
the class prediction of the model. Conversely, IS scores nearing zero do not lend themselves to
meaningful interpretation based on ASM scores.

Let C be a convolutional neural network classifier and f[7, j] be the activation of the unit & at the
coordinates (i, j) in the last convolutional layer of C evaluated at . Then, using global average
pooling after the last convolutional layer, the input to the softmax corresponding to label [ is

D owi Y felind) =) wifalis 4,
k 1,7 i, k

where wfc are the weights corresponding to the label [ for unit k. Since wfc indicate the importance of
>_i.; fuli, j] for class I, the class activation map (CAM) ( , ) is defined by

[CAMY); j = wi fili, 1],
k

and directly indicates the importance of activation at (7, j) for the classification of x as class . To
make the comparison of CAM; and « easier, the resulting class activation map is upscaled to the size
of x using bicubic interpolation.

D.1 HYPERPARAMETERS OF THE GSE ALGORITHM

To find ¢, o, 1, and k, we run a grid search where ACP + ANC is the objective and ASR = 1.0 the
constraint. Specifically, for CIFAR-10, we set ¢ = 0.25, ¢ = 0.005, 4 = 1, and k= 30, while for
ImageNet, we use ¢ = 0.9, 0 = 0.05, u = 0.1, and k = 50. Due to the significant efficiency of our
attack compared to other group-wise sparse attacks, we can easily run a grid search to find appropriate
hyperparameters when working with different datasets. The grid search code used to find the
hyperparameters for CIFAR-10 and ImageNet is attached in https://github.com/wagnermoritz/GSE.

E ADDITIONAL EXPERIMENTS

E.1 EMPIRICAL PERFORMANCE

In this section, we present untargeted and targeted attack results on the CIFAR-10 dataset (

s ) using a WideResNet classifier ( , ) and ImageNet dataset
( , ) using a VGG19 classifier ( , ). Additionally, we include
results on the NIPS2017 dataset (available at https://www.kaggle.com/competitions/
nips-2017-defense-against-adversarial-attack/data), comprising 1k images
of the same dimensionality (299 x 299 x 3) as the ImageNet dataset, on which we test the attacks
against a VGG19 ( R ) and a ResNet50 ( R ) classifier. The
results in Tab. 6 and Tab. 7 reinforce the findings of Sec. 3.4.1, highlighting GSE’s ability to produce
SOTA group-wise sparse adversarial attacks.

Table 6: Untargeted attacks on a WideResNet classifier for CIFAR-10, VGG19 classifier for ImageNet,
and VGG19 and ResNet50 classifiers for NIPS2017. Tested on 10k images from the CIFAR-10
dataset, 10k images from the ImageNet dataset, and 1k images from the NIPS2017 dataset.

Attack ASR  ACP  ANC £5 dao

GSE (Ours) 100% 731 153 071 229

CIFAR-10  StrAttack 100% 789 476 101 289
WideResNet  Fwnucl 97.6% 303 187 228 438
SAPF 100% 951 396 051 292

GSE (Ours) 100% 8139 543 163 1855
ImagelNet  Srauack = 100% 3035 857 178 6130

FWnucl 85.8% 5964 246 273 7431
GSE (Ours) 100% 973 665 149 2254
NIPS2087  SteAtack . 100% 3580 101 156 6487

FWhucl 90.1% 6099  2.35
NIPS2017  GSE (Ours) 100% 1332 <1),78{ 146 3036
5.01

StrAttack 100% 8211
ResNetS0 el 482% 14571
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Table 7: Targeted attacks performed a WideResNet classifier for CIFAR-10, VGG19 classifier for
ImageNet, and VGG19 and ResNet50 classifiers for NIPS2017. Tested on 1k images from each
dataset, 9 target labels for CIFAR-10 and 10 target labels for ImageNet and NIPS2017.

Best case Average case Worst case

Attack ASR  ACP ANC /5 da, o ASR ACP  ANC ASR ACP  ANC 4o da o

o
N

o
N
=]

GSE (Ours) 100% 49.8 1.04 050 141  948% 112 145 081 238  852% 234 271 125 388
CIFAR-10  SirAttack ~ 100% 617 2.32 082 244 98.8% 196 631 164 431 931% 398 1.3 301 579
WideResNet  Ewnuycl 100% 210 112 156 324 82.1% 269 211 206 390  442% 365 356 358 472
SAPF 100% 853 197 045 223  948% 919 361 091 278  752% 101 625 136 371
ImageNet ~ GSE (Ours) 100% 1867 6.15 2.54 3818 100% 6580 145 328 10204 100% 15526 24.8 439 20846
VGG19 StuAtack  100% 4303 611 2388 7013 100% 11568 167 359 17564 100% 21552 298  5.16 30451
FWnucl 562% 4612 151 290 6973  183% 253 365 12050 0.0% N/A NA NA NA
NIPS2017  GSE (Ours) 100% 2155 596 278 4617 100% 6329 154 344 11304 100% 15541 252 419 21581
VGG19'  StAttack  100% 4197 655 245 6847  100% 11326 185 366 17332 100% 21018 341 538 30103
FWnucl 52.6% 4543 182 263 5783  141% 7517 292 381 11007 00% N/A NA NA NA
NIPS2017  GSE (Ours) 100% 3505 631 251 5698 100% 9127 162 287 15704 100% 20247 27.5 312 26574
ResNets0  StAttack ~ 100% 6344 692 254 9229 100% 15278 186 405 21090 100% 27922 337 651 35927
FWhucl 302% 9812 249 262 12845 11.8% 11512 8.02 369 19493 00% N/A NA NA NA
IS
—e— GSE (Ours)
—m— StrAttack
0.6 - a —4—  FWnucl
—+—  PGDg
+— Sparse-RS
0.4 =
2
\ \ \ \ \

50 60 70 80 90 v

Figure 5: IS vs. percentile v for targeted versions of GSE vs. four other attacks. Evaluated on an
ImageNet VGG19 classifier. Tested on 1k images and 10 target labels for ImageNet.

E.2 EXPLAINABILITY

Fig. 5 reinforces the findings of Sec. 3.4.2, demonstrating GSE’s consistently higher IS scores
compared to both SOTA group-wise sparse and SOTA sparse attacks, while using a VGG19 classifier
( , ) on ImageNet. This underscores that GSE-generated perturbations are
more focused on the most salient regions of the image.

E.3 TRANSFERABILITY

An intriguing application is evaluating the transferability performance ( , ) of
various group-wise sparse attacks in the black-box setting, assessing whether an attack maintains a
high ASR when targeting a different model. From Tab. 8, our GSE attack demonstrates transferability
on par with SOTA group-wise sparse methods, outperforming StrAttack in the lower-triangular case
and FWnucl in the diagonal case, while achieving a strong balance between in-model and out-model
performance. The additional model, Swin-V2-B, is sourced from ( , ).

Table 8: Transferability of targeted attacks on ImageNet.

Attack Attacked Model ResNet50 Swin-V2-B VGG19

ResNet50 100% 5.15% 15.4%

GSE Swin-V2-B 8.61% 99.8% 18.3%
VGGI19 5.01% 4.26% 100%

ResNet50 100% 527% 18.1%

StrAttack Swin-V2-B 8.72% 100% 19.9%
VGGI19 4.95% 4.12% 100%

ResNet50 65.3% 5.30% 20.0%

FWnucl Swin-V2-B 10.2% 54.9% 19.3%
VGGI19 9.62% 6.05% 97.5%
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Table 9: Ablation study on k for GSE. Tested on with 1,000 samples from the ImageNet dataset and
a ResNet50 classifier. All values of & lead to an attack success rate of 100%.

k 10 20 30 40 50 60 70 80 90 100
ACP 1260 1342 1437 1399 1558 1519 1462 1450 1462 1433
ANC 16.3 13.4 10.5 9.69 8.11 6.73 5.90 5.14 4.92 4.36
d2,0 3529 3559 3442 3387 3356 3265 3048 2814 2773 2656

Lo 1.44 1.42 1.41 1.39 1.43 1.41 1.42 1.40 1.43 1.44

E.4 ABLATION STUDY ON k

‘We conduct an ablation study on k to evaluate the impact of Step 1 on GSE attack performance, as
shown in Tab. 9. We see that k is inversely correlated with the number of clusters (ANC) and group
sparsity (dz,0), as anticipated. No significant correlations with other metrics were observed.
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